Recent years have witnessed an increase in the number of private military and security companies (PMCs/PSCs) operating in situations of armed conflict, as well as a change in the nature of their activities, which are now increasingly close to the heart of military operations and which often put them in close proximity to persons protected by international humanitarian law. It is often asserted that there is a vacuum in the law when it comes to their operations. In situations of armed conflict, however, there is a body of law that regulates both the activities of the staff of PMCs/PSCs and the responsibilities of the states that hire them. Moreover, other states also have a role to play in promoting respect for international humanitarian law by such companies. This article examines the key legal issues raised by PMCs/PSCs operating in situations of armed conflict, including the status of the staff of these companies and their responsibilities under international humanitarian law; the responsibilities of the states that hire them; and those of the states in whose territory PMCs/PSCs are incorporated or operate.
Introduction
in the law when it comes to their operations. 8 Such sweeping assertions are inaccurate. In situations of armed conflict there is a body of law that regulates both the activities of PMC/PSC staff 9 and the responsibilities of the states that hire them, namely international humanitarian law. Moreover, the states in whose territories such companies operate, as well as their states of nationality, also have a significant role to play in ensuring respect by PMCs/PSCs for that law.
In the event of serious violations of international humanitarian law, the responsibilities of PMC/PSC staff and of the states that hire them are well established as a matter of law. Admittedly, difficulties have arisen in practice in bringing legal proceedings for violations.
It is true, however, that there is very limited law relating to national or international control of the services PMCs/PSCs may provide and the administrative processes, if any, with which they must comply in order to be allowed to operate. At present there is no international regulation of the issue. Only a handful of states have adopted specific legislation laying down procedures with which PMCs/PSCs based in their territory must comply in order to be allowed to operate abroad -the most well-known example being South Africa's 1998 Regulation of Foreign Military Assistance Act. Very few states address this provision of services by means of their arms export control legislation, another possible way of exercising some oversight. 10 Equally few states specifically regulate the provision of military/security services by companies operating in their territory.
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This article examines the key legal issues raised by PMCs/PSCs operating in situations of armed conflict, including the status of the staff of these companies and their responsibilities under international humanitarian law; the responsibilities of the states that hire them; and those of the states in whose territory PMCs/PSCs are incorporated or operate.
It should be noted at the outset that international humanitarian law is not concerned with the lawfulness or legitimacy of PMCs/PSCs per se, nor of the hiring of them by states to perform particular activities. Rather, it regulates the behavior of such companies if they are operating in situations of armed conflict. This is consistent with the approach adopted by international humanitarian law more generally. It does not address the lawfulness of resorting to armed force but instead regulates how hostilities are conducted. It does not address the legitimacy of organized armed groups but regulates how they must fight.
This article only presents the position under international humanitarian law. Various other bodies of public international law are also relevant to the phenomenon, including the rules relating to resort to the use of force, and those on the responsibility of states for wrongful acts under international law, 12 as well, of course, as human rights law. 13 The national laws of states of nationality of the PMCs/PSCs, their staff and their clients, as well as those of the states where the companies operate, also play a crucial role in regulating the activities of PMCs/ PSCs and establishing mechanisms for enforcing the law.
Before starting the legal analysis, a preliminary comment about terminology is necessary. At present, there is no commonly agreed definition of what constitutes a ''private military company'' or a ''private security company''. Commentators have adopted different approaches to this key question of definition. Some, like Singer, the author of the first comprehensive analysis of the industry, draw a distinction between companies on the basis of the services they provide.
14 Others adopt intentionally generic terms. 15 Besides the fact that, as Holmqvist points out, a classification of companies on the basis of their relative physical proximity to the front line gives a misleading picture of their potential strategic and tactical influence, since the provision of training or technical advice can have an extremely significant impact on hostilities, 16 the practical reality appears to be that many companies offer a broad spectrum of services. 17 Some of these services are clearly very distant from the battlefield and, to use the key concept for the purpose of international humanitarian law, clearly do not amount to direct participation in hostilities, whereas others are much closer to the heart of combat operations. In view of this, the present article does not propose a definition of ''private military company'' or ''private security company'', nor does it attempt to classify individual companies. Instead, the intentionally vague and generic term ''private military/security company'' is used to cover companies providing any form of military or security service in situations of armed conflict.
This approach reflects the fact that for the purposes of international humanitarian law, it is not the label given to a particular party that determines its responsibilities, but rather the nature of the activities actually performed.
The first part of this article addresses the status of the staff of PMCs/PSCs under international humanitarian law; the second part looks at their responsibilities and the role of companies in promoting respect for that law; the third part deals with the responsibilities of states that hire PMCs/PSCs; and the fourth with those of other states, principally the states of nationality of companies and the states in whose territory they operate. The fifth part is devoted to the question of mercenaries. Although this is a separate topic, its inclusion was considered necessary, as discussions of PMCs/PSCs often start with the question of whether their employees are mercenaries.
The status of the staff of private military companies/private security companies under international humanitarian law It is sometimes stated that PMCs/PSCs have no status under international law, with the implicit consequence that neither companies nor their staff have any legal obligations. From an international humanitarian law point of view this assertion is misleading. While the companies themselves have neither status nor obligations under international humanitarian law -as this body of law does not regulate the status of legal persons -their employees do, even though they are not specifically mentioned in any treaty. Admittedly, with regard to status, there is no simple answer applicable to all PMC/PSC employees, as it depends on the nature of any relationship they may have with a state and on the type of activities they carry out. Status is thus something that must be determined on a case-by-case basis. However, international humanitarian law contains criteria for determining this status as well as clear consequent rights and obligations.
Mercenaries?
Discussions of PMCs/PSCs often focus on or at least begin with the politically fraught question of whether the staff are mercenaries. Although not central to international humanitarian law, this question inevitably attracts much attentionand causes some confusion. In recognition of this debate, and for the sake of completeness, the fifth part of the present article outlines the position of mercenaries under international humanitarian law and the two specialized mercenary conventions.
Combatants or civilians?
A far more central question for the purposes of international humanitarian law, with immediate practical consequences for the persons involved, is the status of the staff of PMCs/PSCs: are they combatants or are they civilians? If they are combatants, they may be targeted at all times but have the right to take direct part in hostilities; if captured, they are entitled to prisoner-of-war status and maynot be prosecuted for having participated in hostilities. 18 Conversely, if they are civilians they may not be attacked. However, if they take direct part in hostilities, they will lose this immunity from attack during such participation. Moreover, as civilians do not have a right to take direct part in hostilities, if they do so, they will be ''unprivileged belligerents'' or ''unlawful combatants'' who, when captured, are not entitled to prisoner-of-war status and may be tried for merely having participated in hostilities, even if in doing so they did not commit any violations of international humanitarian law. 19 The term ''combatant'' has a very specific meaning under international humanitarian law, which is not synonymous with the generic term ''fighter''. There are four categories of persons who can be considered combatants. 20 The following two are most pertinent for present purposes:
-members of the armed forces of a state party to an armed conflict or members of militias or volunteer corps forming part of such forces;
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-members of other militias and of other volunteer corps, including those of organized resistance movements, belonging to a state party to an armed conflict, provided that such militias or corps fulfill the following conditions: they are commanded by a person responsible for his/her subordinates; they have a fixed distinctive sign recognizable at a distance; they carry arms openly; and they conduct their operations in accordance with the laws and customs of war. 22 These categories will be briefly reviewed in turn with a view to determining whether the staff of PMCs/PSCs could fall within them.
Members of the armed forces of a state? 23 It is principally members of states' armed forces who are combatants. Therefore, at risk of stating the obvious, it should be noted as a preliminary point that only the staff of PMCs/PSCs hired by states could ever be combatants. 24 Considering that some 80% of the contracts of PMCs/PSCs are concluded with clients other than states, 25 this in itself already precludes a large proportion of PMC/PSC employees from being combatants.
While international humanitarian law is very clear on the fact that members of the armed forces of a state are combatants, it does not provide clear and specific guidance as to who can be considered a member of the armed forces, 26 nor as to the pre-requisites to be met by militias or volunteer corps for them to ''form part'' of the armed forces. National law sometimes contains stipulations on these issues. Absent any national law, there is thus no clear-cut way of determining the circumstances in which an employee of a PMC/PSC can be considered a member of the armed forces, or of militias or volunteer corps forming part thereof. The mere fact that a PMC/PSC has been hired to provide assistance to a state's armed forces is not conclusive; a more formal affiliation than a mere contract is required. 28 Similarly, the nature of the activities performed by such a company's staff, although determinative of whether they are taking direct part in hostilities for targeting purposes, is also not a key element for determining whether they are members of the armed forces. Instead, possible indicators of such membership might include: -whether they have complied with national procedures for enlistment or conscription, where they exist; -whether they are employees of the department of defense -bearing in mind,
however, that such departments also employ significant numbers of civilians; -whether they are subject to military discipline and justice; -whether they form part of and are subject to the military chain of command and control; -whether they form part of the military hierarchy; -whether they have been issued with the identity cards envisaged by the Third Geneva Convention or other forms of identification similar to those of ''ordinary'' members of the armed forces; and -whether they wear uniforms.
Satisfaction of any of these indicators, apart from the first, is not conclusive evidence per se of membership of the armed forces. The position is thus unclear. Whether a person is a member of a state's armed forces or not should be a straightforward determination that can easily be made upon capture, so that the person concerned can immediately be granted prisoner-of-war status if entitled to it. This being said, in case of doubt as to the status of a captured person who has taken direct part in hostilities, the Third Geneva Convention requires that a person be treated like a prisoner of war pending a decision on his/her status by a competent tribunal. 29 To come back to the staff of PMCs/PSCs, as the policy underlying much of the outsourcing of the activities formerly carried out by the armed forces aims to reduce numbers of the armed forces and related costs, there are likely to be very few instances in which the staff of PMCs/PSCs are incorporated into the armed forces to the extent necessary for them to be considered members thereof for the purposes of status determination under international humanitarian law. 
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Members of other militias and of other volunteer corps belonging to a state party to an armed conflict?
While Article 4A(1) of the Third Geneva Convention focuses on persons formally incorporated into a state's armed forces, Article 4A(2) deals with members of groups that are structurally independent of such forces but nonetheless fighting alongside them. This provision was drafted to resolve uncertainties about the status of partisans during the Second World War.
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In order to be considered combatants on the basis of this provision, the staff of PMCs/PSCs must fulfill two requirements. First, the group as a whole must ''belong to'' a party to an international armed conflict. Secondly, it must meet the four conditions laid down in Article 4A(2) of the Third Geneva Convention.
In the past, the requirement that the group ''belong to a party to the conflict'' was interpreted as requiring the explicit authorization of the state concerned, but already at the time of the negotiations of the 1949 Geneva Conventions this was no longer considered necessary. According to the Commentary on that provision, a ''de facto relationship'' sufficed, including one based on a tacit agreement. What mattered was that the operations of the group in question indicated on behalf of which party to the conflict it was fighting.
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The nature of the link that has to exist between a state party to an armed conflict and a militia or volunteer group for the latter's members to be considered lawful combatants was recently addressed by the International Tribunal for the former Yugoslavia. In its view, there had to be control over the militia/volunteer group by the state, as well as a ''relationship of dependence and allegiance of these irregulars vis-à-vis that party to the conflict. '' 33 With regard to PMCs/PSCs, there is no reason why a contract to perform certain services on behalf of a state party to a conflict could not amount to such control or ''relationship of dependence'', if not necessarily allegiance. However, as in the case of Article 4A(1), only companies hired by or acting on behalf of a state party to an international armed conflict could ever meet this requirement. Those hired by or acting on behalf of any other actor operating in a situation of armed conflict would not.
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In addition, the question arises whether only companies actually hired to fight could meet this requirement, or whether those providing logistical support could, in the words of the Commentary, also be considered as ''fighting on behalf'' of that state. Since the persons in question are considered ''combatants'', this provision would presumably only cover persons hired to carry out activities close to the heart of military operations. As there appears to be consensus among states -both those that have adopted regulations on the topic 35 and those that have notthat contractors should not be employed for such activities, only a small minority of PMCs/PSCs are likely to satisfy this requirement.
Companies that have the requisite affiliation with a state would then have to meet the four conditions outlined above: that of being commanded by a person responsible for his/her subordinates; that of having a fixed distinctive sign recognizable at a distance; that of carrying arms openly; and that of conducting their operations in accordance with the laws and customs of war.
Whether or not the conditions have been met must be determined on a case-by-case basis. Nonetheless, without entering into detailed discussion of each condition, some points deserve highlighting. First, the requirement of command by a person responsible for his/her subordinates does not call for command by a military officer. 36 What matters is that there is a person who bears responsibility for action taken on his/her orders. The aim of this provision is to ensure discipline within the group and respect for international humanitarian law. As Schmitt points out, while this provision is likely to exclude individuals acting alone or in unstructured groups, there is no reason for concluding that the more established companies would lack the requisite supervisory structure.
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On the other hand, if the practice in Afghanistan and Iraq is taken as indicative of future behavior, the condition that the staff of PMCs/PSCs are least likely to satisfy is that of wearing a distinctive sign. One recurring complaint from Afghanistan and Iraq, the two contexts with the largest PMC/PSC presence to date, is that the staff of these companies are extremely difficult to identify. They wear a variety of attire, ranging from military uniform-like camouflage gear which, accompanied by the weapons some contractors often carry openly, causes civilians confuse to them with members of the armed forces, to civilian attire that makes them difficult to distinguish from other non-military actors. 38 Finally, the requirement for operations to be conducted in accordance with international humanitarian law must be met by the group as whole, rather than by the members thereof individually. In view of the above, although not impossible, it is likely to be only a small minority of PMC/PSC staff who could be considered combatants on the basis of Article 4A(2) of the Third Geneva Convention, namely those hired by a state party to an international armed conflict to take direct part in hostilities who satisfy the four above-mentioned conditions. 40 For the sake of completeness, it should be noted that the rules of Article 4A(1)-(3) of the Third Geneva Convention for determining membership of the armed forces -and consequently entitlement to combatant status -have been supplemented by Additional Protocol I of 1977. 41 The relevant provisions do not make a significant difference in practice to the position of the staff of PMCs/PSCs just outlined.
Civilians accompanying the armed forces
The Third Geneva Convention establishes a narrow exception to the principle that it is only combatants who are entitled to prisoner-of-war status if captured. In addition to the aforementioned members of the armed forces and of militias and other volunteer corps belonging to a party to a conflict identified in Articles 4A(1) and (2) of the Third Geneva Convention, Article 4A(4) identifies a further class of persons entitled to prisoner-of-war status if captured:
''Persons who accompany the armed forces without actually being members thereof, such as civilian members of military aircraft crews, war correspondents, supply contractors, members of labour units or of services responsible for the welfare of the armed forces, provided that they have received authorization from the armed forces which they accompany, who shall provide them for that purpose with an identity card similar to the annexed model. '' 42 The legal position of persons falling within this category is clear: they are not members of the armed forces, nor are they combatants, 43 but they are entitled to prisoner-of-war status if captured. However, the non-combatant status of civilians accompanying the armed forces and the nature of the activities listed by way of example -with the exception of civilian members of military aircraft crews 45 -would seem to indicate that the drafters intended this category not to include persons carrying out activities that amount to taking a direct part in hostilities.
Two further issues arise. The first is more procedural: is possession of the identity card mentioned in Article 4A(4) a prerequisite for inclusion in this category? And what is the nature of the authorization that must have been received?
The question of the effect of the identity card was discussed during the negotiations, and it was ultimately agreed that possession of one was a supplementary safeguard for the persons concerned, but not an indispensable prerequisite for being granted prisoner-of-war status. 46 Application of the provision was dependent on authorization to accompany the armed forces and the card was merely proof of that. There was no discussion, however, of what amounted to authorization, nor is it addressed in writings on the topic. In relation to the staff of PMCs/PSCs, it is unlikely that the mere existence of a contract would per se amount to such authorization.
There was some discussion of this issue in relation to PMCs/PSCs at the August 2005 expert meeting. In particular, one of the experts was of the opinion that states could not simply confer the status in question upon contractors they hired by merely issuing them with an identity card; there had to be some nexus between the contractor and the armed forces. 47 He also considered that, while it was not clear whether the words ''accompanying the armed forces'' require the armed forces to be physically present where the contractors are operating, the latter had at least to be providing some sort of services to the armed forces, and not merely performing a contract for the state. Secondly, and somewhat more controversially, what is the position of civilians accompanying the armed forces if they carry out activities that amount to taking direct part in hostilities? Do they retain their entitlement to prisoner-of-war status or do they become ''unprivileged belligerents'' or ''unlawful combatants'' who may be tried for their participation in hostilities?
This issue was not addressed in the negotiations. The prevailing view appears to be that as the persons concerned are not members of the armed forces and not combatants, 49 there is no reason to treat them differently from any other civilian taking a direct part in hostilities. 50 Indeed, some are of the view that the nature of the activities listed in Article 4A(4) -which, with the notable exception of the civilian crew of military aircraft, 51 are clearly support operations not connected with the core fighting functions of the armed forces -are evidence of an implicit condition that in order to enjoy prisoner-of-war status under this provision the persons concerned must not directly participate in hostilities. 52 This view is also expressed in some military manuals.
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This position, however, is not unanimous. In particular, a recent US Department of Defense instruction has taken the opposite view, namely that if civilians accompanying the armed forces do take direct part in hostilities, they nonetheless retain their entitlement to prisoner-of-war status. 54 This approach reflects the position of a US commentator who argues that Article 51(3) of Additional Protocol I deprives civilians who take direct part in hostilities only of their protections under Section I of Part IV of the Protocol -i.e., against the effects of hostilities. It does not, however, affect protections to which they may be entitled pursuant to other sections of the Protocol, including, most notably, Section II of 49 Part IV, which preserves any entitlement a person may have to prisoner-of-war status under the Third Geneva Convention. 55 On the basis of this analysis, it seems safe to conclude that the staff of PMCs/PSCs who provide services to the armed forces short of direct participation in hostilities could fall within this category on condition they have received the relevant authorization from the state in question. 56 The matter must be determined on a case-by-case basis, depending on the nature of the activities carried out. While many of the support functions performed by contractors for the armed forces undoubtedly do fall within Article 4A(4) there are also many others, especially those closer to the heart of military operations, which probably do not.
Civilians
The staff of PMCs/PSCs hired by states who do not fall within the aforementioned four categories -who, in view of the many requirements that have to be met, are likely to constitute a significant proportion -will be ''ordinary'' civilians.
57 This is also the status of all employees of PMCs/PSCs present in situations of armed conflict and hired by entities other than states, such as companies operating in the state in question, inter-governmental organizations, non-governmental organizations and, as this is not impossible, organized armed groups participating in a non-international conflict.
This conclusion may appear at odds with the images of PMC/PSC employees propagated by the media as heavily armed contractors in camouflage gear. Whereas this appearance does not affect the status of the persons concerned, the performance of certain activities may affect their protection under international humanitarian law.
While the staff of PMCs/PSCs must not, as civilians, be the object of attack, if they engage in activities that amount to taking a direct part in hostilities they lose this immunity from attack for the duration of their participation. This is an important difference between them and combatants, who can be targeted at any time.
The question of which activities amount to ''taking a direct part in hostilities'' is obviously crucial to determining the protection to which the staff of PMCs/PSCs are entitled. Although this question is central to the entirety of international humanitarian law, as it determines when civilians lose their protection from attack, treaties provide neither a definition nor precise guidance as to the nature of the activities covered. According to the Commentary, ''acts which, by their nature and purpose are intended to cause actual harm to enemy personnel and equipment'' amount to direct participation. 58 Supplying food and shelter to combatants or generally ''sympathizing'' with them does not. A considerable grey zone exists between these two ends of the spectrum. 59 The problem of determining what amounts to direct participation exists in relation to all civilians and not just the staff of PMCs/PSCs, and obviously the same parameters apply. A detailed analysis of the diverse activities of PMCs/PSCs in recent years in order to determine whether they amount to direct participation in hostilities is beyond the scope of the present article. 60 Two points, nonetheless, deserve to be highlighted.
First, in response to the argument often made that PMCs/PSCs are only providing defensive services and therefore, it is claimed, are not taking a direct part in hostilities, it should be noted that international humanitarian law does not draw a distinction between offensive or defensive operations. 61 For example, PMCs/ PSCs have often been retained in Iraq since 2003 to protect military installations, such as barracks and military hardware. These are military objectives and defending them amounts to taking a direct part in hostilities. Secondly, even though the staff of PMCs/PSCs may not in fact be taking a direct part in hostilities, they often work in close proximity to members of the armed forces and other military objectives. This puts them at risk of being permissible ''collateral damage'' in the event of attacks. this is something that is addressed by law in a far more straightforward manner than direct participation in hostilities. These employees are not entitled to prisoner-of-war status or the protections of the Third Geneva Convention. This does not mean they have no protection under international humanitarian law. If held in relation to an international armed conflict, they benefit from the protection of the Fourth Geneva Convention, which lays down minimum standards of treatment and conditions of deprivation of liberty, as well as minimum judicial guarantees to be respected in criminal proceedings. Should the person concerned fall within the exceptions to the Fourth Geneva Convention, 63 he/she will still be entitled to the fundamental guarantees found in Article 75 of Additional Protocol I and the customary rules of international humanitarian law applicable in international conflicts. 64 If held in relation to a non-international conflict they benefit from the protections of common Article 3 of the Geneva Conventions, Additional Protocol II and the customary rules of international humanitarian law applicable in non-international conflicts. 65 As has already been stated, if captured after having taken direct part in hostilities in either an international or non-international conflict, the staff of PMCs/PSCs may be prosecuted under the national law of the state that is holding them for their mere participation in hostilities.
The responsibilities under international humanitarian law of the staff of PMCs/PSCs and the role of companies in promoting respect for that law
The responsibilities of employees
Regardless of their status, be they combatants, civilians accompanying the armed forces or ''ordinary'' civilians, like all persons in a country experiencing armed conflict the staff of PMCs/PSCs are bound by international humanitarian law and 63 According to Article 4(1) of the Fourth Geneva Convention, all persons who, in situations of international armed conflict or occupation, at a given moment and in any manner whatsoever find themselves in the hands of a party to the conflict or occupying power of which they are not nationals, are protected by the Convention. Persons captured by their own state of nationality are thus not protected by the Convention. Article 4(2) of the Fourth Geneva Convention also excludes from its protection nationals of a neutral state and nationals of co-belligerent states who are in the territory of a party to the conflict so long as their state of nationality has normal diplomatic relations with the state in whose hands they find themselves. 64 Article 75 of Additional Protocol I lays down some fundamental guarantees for persons in situations of international armed conflict, including occupation, who do not benefit from more favorable protection under the four Geneva Conventions or Additional Protocol I. These rights include prohibitions on murder, torture and other forms of ill-treatment as well as minimum due process guarantees. 65 In addition, in both international and non-international armed conflicts, persons deprived of their liberty benefit from further important protections under human rights law.
may face individual criminal responsibility for any serious violations they may commit or have ordered to be committed.
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The staff of PMCs/PSCs may be prosecuted by the courts of a number of states, including the state where the alleged wrongdoing occurred, the state of nationality of the victims, the state of nationality of the alleged perpetrator and that of the PMC/PSC employing him/her. States party to the Geneva Conventions -and as there is now universal ratification of the Conventions this means all states -must search for and prosecute or extradite persons suspected of having committed grave breaches of the Conventions and, for the states that have ratified it, Additional Protocol I, including, when necessary, by the exercise of universal jurisdiction. 67 Moreover, provided their jurisdictional requirements are met, international criminal tribunals may also prosecute the staff of PMCs/PSCs and their managers. There is nothing to preclude them from being prosecuted, for example, by the International Criminal Court. To date, however, as a reflection of the traditional position that legal persons do not have responsibilities under international law, no international tribunal has been granted jurisdiction over companies. First, the companies and their staff may have been given immunity from the courts of the states where they operate. This is the case, for example, in Iraq, where the legal framework developed by the Coalition Provisional Authority (CPA) gives contractors -including private security companies -immunity from Iraqi laws and also from legal processes. 70 Although the relevant order does not apply to all private companies operating in Iraq, it does benefit a significant number, particularly those providing services to the multi-national forces and to states with diplomatic or consular relations with Iraq.
Secondly, the courts in the countries where the PMCs/PSCs are operating, the most obvious forum for instituting proceedings, may have stopped functioning because of the conflict.
Thirdly, third states, including the state of nationality of the relevant PMC/PSC or its employees and, when it is the client, the state that hired the company, may be unable to exercise extraterritorial jurisdiction over the PMC/ PSC staff because they lack the necessary national legislation. States also may be reluctant for practical and political reasons to commence prosecutions for serious violations of international humanitarian law that occurred abroad.
Finally, even where third states are able and willing to commence such prosecutions, the proceedings are complicated by the fact that most of the evidence and witnesses are in the country where the violations took place.
As in determining the limits of direct participation in hostilities, the challenges of holding perpetrators of serious violations of international humanitarian law accountable are general and not specific to the staff of PMCs/ PSCs. In fact, more possible legal avenues exist for bringing proceedings against such persons than against members of the armed forces, including criminal 69 To date there has been one prosecution of three PMC/PSC employees for hostage-taking and torture committed while they were running an unauthorized place of detention in Afghanistan. However, this case is not representative of the issues raised by the industry, as Jack Idema, the leader of the group, was more akin to a bounty hunter than an ordinary PMC/PSC employee. It is not clear whether any form of corporate structure existed, and it appears that he was acting on his own and not on behalf of any client. proceedings against individuals and, if hired by a state, proceedings against that state and possibly also criminal or civil proceedings against the company. While no additional legal hurdles exist in bringing proceedings against the employees of PMCs/PSCs, a number of practical problems do remain, not least in identifying the company for which a person is working.
Moreover, while a number of states may have jurisdiction over serious violations of international humanitarian law, the same is not true of ''ordinary crimes'' not related to the armed conflict. In such cases usually only the local courts have jurisdiction, but as already said, they may not be functioning or the contractors may have been given immunity. This is unsatisfactory both for the victims of these ''lesser'' crimes and also for states associated with PMCs/PSCs, which are often viewed by the local population in the same light as the contractors and perceived as ''getting away'' with crimes. In an attempt to remedy this problem, the United Kingdom, for example, is considering applying its system of ''standing courts'', which permits it to try civilians who commit offences abroad in theatre, to certain contractors. 71 An alternative approach is that adopted by the United States, which enacted the 2000 Military Extraterritorial Jurisdiction Act (MEJA) 72 to expand US federal criminal jurisdiction to civilians accompanying the US armed forces overseas. Jurisdiction is granted for offences that would have been punishable by imprisonment for more than one year if committed within the jurisdiction of the United States, provided that no foreign state is prosecuting the same offence. MEJA is expressly applicable to Department of Defense contractors and subcontractors, among others. This expansion of jurisdiction was necessary for the aforementioned ''ordinary crimes'' and not for serious violations of international humanitarian law over which the US courts already had extraterritorial jurisdiction on the basis of the War Crimes Act. committed by contractors must be distinguished from the question of whether contractors may be prosecuted for failing to obey orders given by members of the armed forces -a potential ''command and control'' weakness repeatedly raised by armed forces working with contractors. While such behavior by members of the armed forces is punishable under the Uniform Code of Military Justice, contractors are only subject to this law, and to the jurisdiction of military courts, in case of Congressionally declared war (United States v. Averette, 19 C.M. A. 363 (1970) ). In all other circumstances, while the company and, in turn, the employee may be sued for breach of contract, the latter cannot be prosecuted for failing to obey orders. Commanders have expressed concern at this state of affairs, as they fear that in view of the increased reliance on the private sector, it could amount to loss of a core task, such as aircraft maintenance at a time of need. Yet, MEJA has not resolved all of the problems. In particular, it only applies to civilian contractors working directly for the Department of Defense and not to those working for other US departments or agencies, let alone those hired by other clients. Host state nationals are also excluded. It is therefore relevant to only a minority of PMC/PSC employees.
The position of company managers and senior officers
In addition to the criminal responsibility of employees who actually perpetrate a serious violation of international humanitarian law or order its commission, managers and possibly more senior company officers may also face legal liabilities. 74 The responsibility of superiors for grave breaches of international humanitarian law is expressly recognized in Article 86(2) of Additional Protocol I. 75 It can arise if a superior knew or had information that should have enabled him/her to conclude that a subordinate was committing or was going to commit a breach of international humanitarian law but failed to take all feasible measures within his/her power to prevent or repress the breach. 76 This possible avenue for the attribution of responsibility to the managers and directors of PMCs/PSCs still needs to be explored in practice, as it has never been applied to superiors unconnected to a state or organized armed group. This being said, it appears to be generally accepted that the ''superior'' referred to may be a civilian, and that the required commander/subordinate relationship may be a de facto one, as opposed to one based on law. The key issue is control over the actions of the subordinate. 77 This may also be considered to exist within a PMC/ PSC. One significant limitation is the ''range'' of superiors covered. According to the Commentary, the provision is generally limited to direct superiors who have a personal responsibility for the subordinates within their control. 78 Within a PMC/ PSC, although an employee's direct manager would certainly be covered, this responsibility is unlikely to extend to the company's senior officers. In any event, even if the concept of superior responsibility were found not to apply de jure within a PMC/PSC, the types of activities that superiors must take to prevent or repress breaches and thus avoid responsibility can provide useful guidance for companies to promote respect for international humanitarian law. These activities include preventive action, such as the establishment of systems to ensure that violations are not committed, and ensuring the constant and effective application of those systems, as well as post facto measures. The latter includes investigations of any allegations of wrongdoing and transmission of the findings to the competent authorities.
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The role of companies
As stated at the outset, companies are not themselves bound by international humanitarian law. 80 One possible exception to this general position would be if a PMC/PSC could, in a non-international armed conflict, itself be considered a ''party to a conflict'' within the meaning of Article 3 common to the Geneva Conventions or an ''organized armed group'' within the meaning of Article 1(1) of Additional Protocol II. 81 In such cases, the company would have exactly the same obligations as any other non-state party to a non-international armed conflict.
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Though not impossible, this is highly unlikely, in particular because it requires the PMC/PSC to be itself a party to the conflict and not fighting on behalf of one.
This being said, there is no doubt that companies have responsibilities under national law. Legal persons must respect the local law of the state where they operate, 83 including (with particular relevance for PMCs/PSCs) criminal law as well as tax, immigration and labor law, in addition to the law of their state of nationality. Applicable national law may also impose obligations under international humanitarian law, which become binding on companies by virtue of its incorporation into national law. 84 Even when this is not the case, acts that amount to violations of international humanitarian law are often also crimes under national law, and prosecutions may be brought on this basis both against company staff and, in the states that recognize the criminal responsibility of legal persons, against the companies themselves.
Furthermore, certain violations of international humanitarian law can also amount to civil wrongdoings under national law. In many common law countries, for example, they could be considered torts (unlawful deprivation of life under international humanitarian law could be a wrongful death; torture and cruel, inhuman or degrading treatment or punishment could be assault and battery; and unlawful deprivation of liberty could be false imprisonment).
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Companies may clearly be sued for these acts. There are several advantages to civil actions. First, it is the victims who commence proceedings, instead of a prosecutor. Secondly, the evidentiary standard to be met is lower than in criminal proceedings (''on the balance of probabilities'' rather than ''beyond reasonable doubt''). Thirdly, in the event of a successful action the ''victim-plaintiffs'' will receive compensation from the deep pockets of companies. On the other hand, one disadvantage is that extraterritorial jurisdiction in respect of civil claims is far rarer and more limited in scope than in respect of criminal offences, so unless civil proceedings are brought in the country where the alleged wrongdoing occurred, it may be difficult to find a court with jurisdiction.
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The two cases brought against PMCs/PSCs to date for, inter alia, alleged violations of international humanitarian law are in fact civil suits brought under the US' Alien Tort Claims Act. This act confers jurisdiction on US District Courts in respect of ''any civil action by an alien for a tort only, committed in violation of the law of nations or a treaty of the United States. '' 87 It is an uncharacteristically broad basis for civil jurisdiction, applicable to a potentially very wide class of violations of international law, including those committed outside the US.
A variety of bases thus exist for bringing PMCs/PSCs to justice under national law. In any event, the staff of PMCs/PSCs are clearly bound by international humanitarian law, and violations committed by their staff, and even mere allegations of them, can have adverse consequences for companies. Most obvious is the risk of legal proceedings. More broadly, serious wrongdoing -or even just allegations thereof -can lead to increased insurance premiums and to adverse publicity, which is particularly damaging for publicly quoted companies, plus the fact that a company with a tarnished reputation may find it difficult to secure future contracts with ''careful'' clients such as states, inter-governmental organizations and large business enterprises.
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It is therefore in the interest of PMCs/PSCs to take steps to promote respect for international humanitarian law by their staff. Indeed, they may be required to do so to avoid allegations of superior responsibility should any serious violations be committed.
Although the steps that can be taken by companies to that effect are not specified in any treaty, those adopted by states to ensure respect by the members of their armed forces can provide guidance by analogy. There seems to be agreement that as a minimum, the following elements are necessary.
First, vetting of staff to ensure that no one who has committed violations of international humanitarian law or human rights or has been associated with armed forces or groups notorious for wrongdoing is hired.
Secondly, awareness of international humanitarian law. Companies should provide their staff with general as well as situation-and task-specific training in international humanitarian law. It is not sufficient for companies to rely on the training their staff may have received in their previous careers with the armed forces, as their status, tasks and consequent obligations as private contractors are significantly different.
Thirdly, staff should be issued with standard operating procedures and rules of engagement that are in accordance with and respect their obligations under international humanitarian law as well as the applicable local law.
Fourthly, mechanisms should be established within companies to investigate any alleged violations and ensure accountability, inter alia, by communicating the results of such investigations to the relevant state authorities for prosecution.
This being said, in view of the as yet uncertain extent of civilian ''superior responsibility'' within a company, as well as the absence of internal disciplinary mechanisms as sophisticated and comprehensive as those of the armed forces, which include military justice, doubts have been expressed as to whether the incentives and tools available to PMCs/PSCs to promote respect for the law by their staff will ever be as effective as those of the armed forces.
Industry codes of conduct
Finally, mention must be made of voluntary codes of conduct, which companies and some commentators sometimes refer to as though they were the sole source of obligations for PMCs/PSCs.
A ''voluntary'' approach may be appropriate in respect of human rights obligations. This is because, except for some serious violations criminalized internationally, such as torture, human rights law is binding on states and their agents but not on private entities and individuals, such as PMCs/PSCs and their staff. Private Security Companies or the International Peace Associations Organization, must be understood in this light. With regard to issues addressed by international law, they may be best practices for ensuring that companies and their staff perform their existing obligations under international humanitarian law, but they are not an opportunity for companies to indicate in a non-binding and generally extremely vague manner how they will conduct themselves.
The responsibilities of states that hire PMCs/PSCs
Discussions of the legal framework applicable to PMCs/PSCs occasionally overlook the fact that when companies are hired by states, the latter have significant obligations alongside those of the companies' employees discussed above. In such circumstances states have an important role to play in promoting respect for international humanitarian law.
While some aspects or consequences of this parallel responsibility are expressly addressed in international humanitarian law treaties, the relevant provisions tend to be a specific expression of the general rules relating to the responsibility of states under general public international law for the acts of their agents.
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States cannot absolve themselves of their obligations under international humanitarian law by hiring PMCs/PSCs Generally, international humanitarian law does not preclude states from hiring PMCs/PSCs to carry out certain activities. However, it is clear that when they do so, they remain responsible for meeting their obligations under the law. A failure by the company to fulfill the states' obligations will not absolve the latter of their responsibility for meeting the standards in the relevant treaties.
The Third and Fourth Geneva Conventions contain limited exceptions to this general position, inasmuch as they require prisoner-of-war camps and places of internment for protected persons to be under the direct authority of a ''responsible commissioned officer'' or a ''responsible officer, chosen from the regular military forces or the regular civil administration of the Detaining Power'' respectively. 91 However, provided this overall control and responsibility is retained, nothing precludes a state from hiring a PMC/PSC to operate such places of detention.
So if, for example, a company is hired to run a prisoner-of-war camp, the detaining state must still ensure that the standards of internment and treatment 90 Many of these principles also apply by analogy with regard to human rights obligations. See e.g., Droege, above note 13 and Hampson, above note 13. 91 Third Geneva Convention, Article 39, and Fourth Geneva Convention, Article 99. laid down in the Third Geneva Convention are met, and cannot avoid responsibility by claiming it has hired a PMC/PSC to operate the camp. 92 States may wish, however, for a variety of reasons to limit the types of activities that may be performed by companies. Such limitations may be implemented either in an ad hoc manner, or pursuant to regulations that formally spell out the limits of permissible outsourcing. For example, the US Department of Defense, which relies on significant private sector support, has recently adopted an instruction that, inter alia, specifies which activities may be outsourced and which others may only be performed by members of the armed forces or civilian Department of Defense employees. 93 The underlying premise, based on general US administrative law, is that functions and tasks that are ''inherently governmental'' may not be contracted out and are designated for exclusive Department of Defense civilian or military performance.
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Without going into the details of the instruction, the approach to certain activities of particular relevance from an international humanitarian law point of view deserves highlighting. ''Operational control of military forces'' is inherently governmental, 95 as are ''combat operations'', with the consequence that only members of the armed forces may take direct part in hostilities. 96 However, the provision of ''technical advice on the operation of weapons systems or other support of a non-discretionary nature performed in support for combat operations'' is excluded therefrom and may thus be performed by the private sector. 97 The provision of security to protect resources (people, information, equipment and supplies) in hostile areas is ''inherently governmental'' if it ''involves unpredictable international or uncontrolled high threat situations where success depends on how operations are handled. ' combat (e.g., battlefield circulation control and area security) or are against a ''military or paramilitary organization whose capabilities are so sophisticated that only military forces could provide an adequate defense.'' 99 On the other hand, the private sector may provide security services that do not involve ''substantial discretion, such as physical security at buildings in secure compounds in hostile environments.'' 100 Finally, the treatment, transfer, detention and interrogation of prisoners of war, civilian internees and other persons deprived of their liberty are inherently governmental functions. 101 Where adequate security is available, however, ''properly trained and cleared contractors'' may be used as linguists, interpreters and report writers in such operations provided ''their work is properly reviewed by sufficient numbers of properly trained government officials. '' 102 Within this important category of operations, specific mention is made first of ''direction and control of intelligence operations in hostile areas,'' which is inherently governmental. Properly trained contractors may be used, however, to draft interrogation plans and conduct government-approved interrogations if properly supervised and closely monitored. 103 Secondly, there is a reference to ''direction and control of detention facilities'' for prisoners of war, civilian internees and other persons deprived of their liberty in areas of operation, which must be performed by military personnel.
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States must ensure respect for international humanitarian law by the PMCs/ PSCs they hire
In common Article 1 to the Geneva Conventions, states undertook to respect and ensure respect for international humanitarian law. 105 One dimension of the commitment to ensure respect requires states to take the necessary steps to ensure their armed forces comply with the law. They can do so by taking preparatory measures, including by disseminating knowledge of international humanitarian law among their armed forces, but also by supervising the implementation of their obligations, for example by monitoring the execution of orders and directions given to the military authorities. 106 Insofar as the staff of PMCs/PSCs can be considered members of the armed forces, on the basis of the analysis above, they too must benefit from such measures.
This obligation is not limited to a state's armed forces but extends to other persons acting on its behalf or under its direction and control. These can obviously also include employees of PMCs/PSCs hired by a state who are not members of its armed forces.
What steps can a state take to meet this obligation to ensure respect for international humanitarian law? Treaties specifically lay down some measures that must be taken in relation to persons who are not members of the armed forces. Other measures can be suggested on the basis of steps that must be taken with regard to the armed forces.
First of all, a pre-condition for respect of the law is knowledge thereof. Employees of PMCs/PSCs hired by states must therefore be properly trained in international humanitarian law. 107 Indeed, this is expressly required by the Geneva Conventions for persons who assume certain responsibilities, most notably in respect of prisoners of war 108 and protected persons under the Fourth Geneva Convention.
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While training in humanitarian law is thus clearly mandatory for those who assume responsibilities in respect of persons protected by that law, the Conventions are silent as to who must actually train them. Consequently, when PMCs/PSCs are hired by states, either the client can provide such training or a training requirement can be inserted in the contract and the company must ensure that this condition is met. of engagement'' or ''standard operating procedures'' itself or can require the company to issue them. Thirdly, in order to ensure the execution of its directions, the hiring state should carry out some form of monitoring of the performance by the PMC/PSC of the activities entrusted to it. One of the purposes of this supervision is to promptly investigate any allegations of wrongdoing, as required by the obligation to ensure respect for international humanitarian law.
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Also by way of example in this area, the aforementioned US Department of Defense Directive requires all military and US civilian employees but also contractor personnel and subcontractors assigned to or accompanying a Department of Defense component to report any possible, suspected or alleged violation of international humanitarian law for investigation. Moreover, it requires this reporting obligation to be included in contracts with companies.
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States are responsible for violations of international humanitarian law committed by the employees of PMCs/PSCs they hire that may be attributed to them A variety of different actors may incur legal liability for the same violation of international humanitarian law. Besides the individual criminal responsibility of PMC/PSC employees for war crimes -and the possible liability of the company under national law -the state that hired the company may also be responsible for the violation if it is attributable to it.
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The rules of general public international law relating to state responsibility have recently been restated by the International Law Commission in its 2001 Articles on Responsibility of States for Internationally Wrongful Acts.
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Of particular relevance for present purposes are draft Articles 4, 5, 7 and 8 setting out some of the bases for attribution of a wrongful act to a state.
A detailed analysis of the rules of attribution of conduct to states is beyond the scope of this article, which will be confined to some general observations. The question of whether a state can be held responsible for violations of international humanitarian law committed by the staff of a PMC/PSC it has hired has no single easy answer. The outcome depends principally on the status of the persons concerned and the basis for their performance of the operations in question.
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If they can be considered members of the state's armed forces on the grounds discussed above, the acts of PMC/PSC employees would be those of ''an organ'' of the state and, consequently, imputable to the hiring state on the basis of draft Article 4(1), which provides that:
''The conduct of any state organ shall be considered an act of that state under international law, whether the organ exercises legislative, executive, judicial or any other functions, whatever position it holds in the organization of the state, and whatever its character as an organ of the central government or of a territorial unit of the state. '' 117 State responsibility for violations of international humanitarian law committed by PMC/PSC employees who are not members of the armed forces (i.e., civilians accompanying the armed forces and ''ordinary'' civilians) is more difficult to establish. One possible basis could be draft Article 5, which deals with the conduct of persons or entities exercising elements of governmental authority and states that:
''The conduct of a person or entity which is not an organ of the state under Article 4 but which is empowered by the law of that state to exercise elements of the governmental authority shall be considered an act of the state under international law, provided the person or entity is acting in that capacity in the particular instance.'' At first sight, this provision appears to apply to a considerable proportion of PMC/PSC activities to which international humanitarian law is relevant, as operations related to war fighting and related detention are intuitively ''elements of the governmental authority''. 118 The requirement that the entity be ''empowered by the law of that state,'' however, significantly limits the scope of the provision. The Commentary makes it clear that draft Article 5 only covers the conduct of entities ''empowered by internal law to exercise governmental functions,'' thus distinguishing it from the case of entities that act under the direction or control of the state more generally. The existence of a contract between the state and the company is obviously not sufficient per se to bring the latter within the scope of the provision. It is not clear, however, how specific the internal law needs to be. Do the delegated functions, as well as the manner in which they are to be performed, have to be specifically identified? Does the company have to be specifically named or is it sufficient to lay down criteria that companies must meet to be allowed to carry out the activity in question? Are instruments setting out the types of activities that may be delegated, as well as general guidance for the performance and oversight thereof like the aforementioned US Department of Defense directives on contractors and workforce mix sufficient? The position is not clear.
A final possible basis for attribution is draft Article 8, which deals with conduct directed or controlled by a state and stipulates that:
''The conduct of a person or a group of persons shall be considered an act of a state under international law if the person or group of persons is in fact acting on the instructions of, or under the direction and control of, that state in carrying out the conduct.'' At first sight this provision also appears to address the situation of many PMCs/PSCs as, provided it is sufficiently detailed, the contract could be considered a form of ''instructions'' or enough to place the company under the hiring state's ''direction and control''. As was the case with draft Article 5, however, a closer reading shows that the provision is fairly narrow in scope. It is clear from the article's wording (''in carrying out the conduct'') and from the Commentary, that this provision does not cover wrongful acts committed while the company was carrying out the instructions of the state or acting under its direction and control. Instead, ''the instructions, direction or control must have related to the conduct which is said to have amounted to an internationally wrongful act. '' 119 State responsibility arises under draft Article 8 only if the state directed the company to commit violations of international humanitarian law, but not if it hired the company to perform a lawful activity and, while carrying out the contract, the PMC/PSC employees violated the law.
Draft Article 7 states the general position that state responsibility exists for all violations of international law committed by the organs of the state or persons empowered to exercise elements of governmental authority in their official capacity, including when acting ultra vires. 120 There is no such general responsibility, however, in relation to ''ultra vires'' acts committed by persons acting under a state's instructions, direction or control.
In view of this, it is by no means automatic that a state will be responsible for violations of international humanitarian law committed by the staff of a company it has hired. Yet situations in which the acts of contractors cannot be attributed to a state may still lead to direct responsibility of the state for its own violations of the law. This responsibility may arise because the state failed either to meet its obligations under international humanitarian law or to take the necessary steps to ensure respect of the law.
Finally, as is the case with individual criminal responsibility for war crimes, while this responsibility of states is well established as a matter of law, it is often difficult to enforce in practice. Proceedings before international tribunals are not frequent, inter alia, because of the difficulties of finding a court with jurisdiction, while proceedings before national courts are often thwarted by assertions of sovereign immunity or the non-self-executing nature of international humanitarian law in certain states.
Superior responsibility
In addition to the potential liability of the state, violations of international humanitarian law committed by the staff of PMCs/PSCs hired by states could possibly also give rise to the liability of commanders of the armed forces and state representatives on the basis of superior responsibility.
This concept has been discussed above in relation to the possible liability of company managers and senior officials for the acts of their employees. Provided the necessary control over the subordinate's actions exists -and it should be recalled that the responsibility is generally limited to direct superiors with a personal responsibility for the subordinates within their control -liability could arise in theory, both for a military commander if the company has been hired to assist the armed forces, and for a civilian state official in other situations. However, unless they can be considered members of the armed forces, in which case command responsibility will arise in the ordinary manner, in most circumstances PMC/PSC employees receive instructions from company managers and not from members of the armed forces or officers of the state that has hired them. Moreover, usually it is the companies that are responsible for disciplining the employees. 121 Consequently, it is unlikely that state representatives will have the necessary control over the actions of PMC/PSC employees for superior responsibility to arise.
States must investigate and, if warranted, prosecute war crimes alleged to have been committed by the staff of PMCs/PSCs they have hired As discussed above, the Geneva Conventions require states to take measures necessary for the suppression of all acts contrary to the Conventions and to search for and bring before their courts or extradite persons alleged to have committed 121 The US Department of Defense Instruction on Contractors expressly renders companies responsible for ensuring that employees perform under the terms of the contract and comply with theatre orders and applicable directives, laws and regulations. They are also responsible for maintaining employee discipline. US Department of Defense Instruction No. 3020.41, above note 35, para. 6.3.3.
grave breaches. This obligation exists for all persons and applies a fortiori in respect of persons hired by a state. Accordingly, states must ensure they have the necessary mechanisms and legislation in place to investigate and, if warranted, prosecute the staff of PMCs/PSCs they have hired for any serious violations of international humanitarian law these persons may have committed.
The responsibilities and roles of other states
The previous section dealt with the obligations of states that hire PMCs/PSCs. They have clear and direct responsibilities. However, other states also have a role to play in promoting respect for international humanitarian law by the staff of PMCs/PSCs operating in situations of armed conflict.
Duty to repress grave breaches
As outlined in above, all states must search for and prosecute or extradite persons suspected of war crimes. All states therefore have a responsibility to bring to justice PMC/PSC employees alleged to have committed serious violations of international humanitarian law. Obviously, some states are more likely fora for prosecutions than others, as they have a link with the violation. These include, most notably, the state where the alleged wrongdoing took place; the state of nationality of the victims or, if different, the state where they are; the state of nationality of the alleged perpetrators; and also, possibly, the state of nationality of the company employing the persons in question. Provided their courts have a sufficiently wide basis for jurisdiction, nothing prevents other states from bringing prosecutions.
Undertaking to ''ensure respect'' for international humanitarian law
Under Article 1 common to the Geneva Conventions, states parties have undertaken to respect and ensure respect for international humanitarian law. The ''ensure respect'' dimension of this provision has been interpreted broadly. It obviously requires states to take steps to ensure that their troops and anyone else acting on their behalf complies with the law. It has also been understood, however, as a commitment by all states to attempt to influence the behavior of parties to an armed conflict in order to promote respect for the law. armed conflict. In addition to the state that hires the company, which has clear obligations already discussed, they include the states in whose territory the companies operate and their state of nationality, as well as -albeit to a lesser extent -the state of nationality of the employees. The treaties do not stipulate how the undertaking to ensure respect can be discharged. The most common approach has been for states not involved in an armed conflict to intervene through diplomatic channels to remind the belligerents of their obligations. 123 Many other options exist. One possible avenue open to states in whose territory PMCs/PSCs operate and their state of nationality would be the adoption of a regulatory framework. Besides promoting respect for international humanitarian law by including, for example, staff training requirements, this approach would also allow states to address some of the other issues raised by the activities of the industry, such as the lack of transparency and the need to set clear limits to the activities that may be performed by the private sector, to name but a few. Indeed, a national regulatory framework is the solution to these issues suggested by many commentators.
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Only possible key elements of possible regulatory approaches will be outlined here, as a detailed discussion of them is beyond the scope of this article.
The role of states in whose territory PMCs/PSCs operate States in whose territory PMCs/PSCs operate may not only have hired the companies themselves but may also be ''hosting'' PMCs/PSCs hired by others. In Iraq today, for example, there are companies hired by the US -i.e., a party to the conflict -by third states not involved in the hostilities, by private companies and by inter-governmental and non-governmental organizations.
Such host states have a distinct interest in exercising control over these often armed actors operating in their territory. As pointed out already, at present only two states have legislation that specifically regulates the operations of PMCs/ PSCs, namely Sierra Leone and Iraq. 125 Afghanistan is currently developing a regulatory framework.
In simple terms, such a system could, first of all, require companies wishing to provide security or military services to obtain an operating license. To 123 See e.g., Henckaerts and Doswald-Beck, above note 66, Vol. I: Rules, Rule 144. 124 See e.g., Schreier and Caparini, above note 2, and Holmqvist, above note 2. A regulatory framework was also recommended by the UN Special Rapporteur on the question of torture. He called upon states: ''To introduce legislation to control and monitor the activities of private providers of military, security and police services to ensure they do not facilitate or perpetrate torture. Companies and individuals providing these services should be required to register and to provide detailed annual reports of their activities. Every proposed international transfer of personnel or training should require prior government approval, which should only be granted in accordance with publicly available criteria based on international human rights standards and international humanitarian law. so do, a company would have to meet some basic criteria including, in order to ensure compliance with international humanitarian law, requirements that it vet its employees, train them in international humanitarian law, adopt standard operating procedures or rules of engagement that comply with their obligations under this law, establish internal mechanisms for investigating allegations of wrongdoings and transmit the findings to the competent authorities for further investigation. 126 Obviously, the regulatory framework would cover numerous other aspects of the operations of PMCs/PSCs, including the types of activities the private sector may perform 127 and the types of weapons that may be employed. 128 It could be based on a ''one-off'' operating license or require contract-by-contract authorization or notification, plus registration of all employees. Finally, it could also establish a mechanism for supervising the activities of PMCs/PSCs, as well as sanctions for operating without a license or in violation thereof (e.g., withdrawal of operating license, loss of bond, imposition of fines and criminal sanctions). For purposes of transparency, annual reporting to parliament on the implementation of the regulatory framework could also be envisaged.
The role of the state of nationality of PMCs/PSCs
A regulatory framework would also enable the state of nationality of PMCs/PSCs to exercise some control and oversight over the activities of their companies abroad. At present, South Africa is the only state to have adopted legislation specifically addressing the operations of its companies -and nationals -abroad. standards similar to those outlined above for states where the PMCs/PSCs operate, including those aimed at promoting respect for international humanitarian law.
In addition, companies could be required to obtain ''operation-byoperation'' approval. The criteria for determining whether authorization should be granted could be based on criteria similar to those set for arms transfers, including consideration of whether the operation could undermine respect for international humanitarian law. 132 The regulations could also prohibit the performance of particular activities (e.g. direct participation in hostilities) and lay down sanctions for operating without the necessary authorizations or in violation thereof. Annual reporting to parliament on the implementation of the regulatory framework could likewise be envisaged in the state of nationality of the PMCs/PSCs.
Elaborating the key elements of such a regulatory system is not complicated. The challenge lies in monitoring compliance with it in practice, as by definition the provision of services occurs abroad and, unlike arms exports, does not entail the movement of goods which can be monitored by customs officials. Communication and cooperation with the authorities of the state where the operations take place are therefore indispensable for the system to function properly.
National regulation could be complemented with a similar system at the regional level, which would have the advantage, inter alia, of placing regional partners on a level playing field. The possibility of regional regulation by the European Union has been the subject of some discussion by academics, if not by European Union officials -at least not in public. 133 
Mercenaries?
A detailed analysis of the position of mercenaries under international law today is beyond the scope of this article. It will therefore be confined to presenting their position under international humanitarian law and the two specific conventions on mercenaries: the 1977 Organization of African Unity Convention for the Elimination of Mercenarism in Africa 134 and the 1989 United Nations International Convention against the Recruitment, Use, Financing and Training of Mercenaries. 135 The aim of these two specialized instruments is to prohibit the use of mercenaries and to criminalize both recourse to mercenaries and participation in hostilities as a mercenary. International humanitarian law tackles the issue of mercenaries from a rather different angle. It neither prohibits the use of mercenaries nor criminalizes their activities. Instead, it focuses on the status to be granted to them if captured.
Mercenaries and international humanitarian law
Article 47 of Additional Protocol I lays down a definition of mercenaries and provides that persons falling within this definition are not entitled to prisoner-ofwar status if captured.
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The definition of mercenary Without reviewing the six conditions in Article 47(2) individually, some aspects of the definition nevertheless warrant highlighting. First, the conditions have to be met cumulatively. In practice this makes it difficult for a person to fall within the definition of mercenary. 137 Secondly, the requirement in condition (b) that the person concerned does in fact take a direct part in hostilities significantly limits the scope of the definition. Many persons who provide significant support to belligerents and who would commonly be considered mercenaries are likely not to engage in activities that amount to ''taking direct part in hostilities'' within the meaning of international humanitarian law. Furthermore, the inclusion of this expression adds an element of complexity to the definition. As discussed above, the concept of ''direct participation in hostilities'' -although central to international humanitarian law since it determines the circumstances in which a civilian may lawfully be attacked -is not defined, and it is notoriously difficult to determine its precise limits.
Last but not least, mention must be made of condition (e), which has justifiably been described as rendering the definition of mercenary, and indeed Article 47 as whole, entirely devoid of any practical or legal significance. Article 47(2)(e) excludes from the definition anyone who is a member of the armed forces of a state party to the conflict. Thus, simply by incorporating mercenaries into its 136 Article 47(2) of Additional Protocol I defines as mercenary as any person who: (a) is specially recruited locally or abroad in order to fight in an armed conflict; (b) does, in fact, take a direct part in the hostilities; (c) is motivated to take part in the hostilities essentially by the desire for private gain and, in fact, is promised, by or on behalf of a party to the conflict, material compensation substantially in excess of that promised or paid to combatants of similar ranks and functions in the armed forces of that party; (d) is neither a national of a party to the conflict nor a resident of territory controlled by a party to the conflict; (e) is not a member of the armed forces of a party to the conflict; and (f) has not been sent by a state which is not a party to the conflict on official duty as a member of its armed forces. Moreover, from a more purely legal point of view the inclusion of condition (e) makes Article 47 redundant. A person who is not a member of a state's armed forces -or of a militia or volunteer corps meeting the conditions of Article 4A(2) of the Third Geneva Convention -who takes direct part in hostilities, is an ''unprivileged belligerent'' or ''unlawful combatant'' and is not entitled to prisoner-of-war status in any event if captured. Accordingly, although Article 47 appears to be creating a new category of persons who are not entitled to prisoner-of-war status, it is merely reiterating an existing position, causing some commentators to refer to it as ''a would-be fierce'' provision. 140 Although a provision on mercenaries was included in Additional Protocol I for political reasons, it did not change existing law in any way. The sole contribution of Article 47 to the regulation of mercenaries has been to provide a definition that was subsequently used, with some minor changes, in the specialized conventions.
The effect of Article 47 on status
The effect of Article 47 is to render persons falling within the definition of mercenaries ''unprivileged combatants'' or ''unlawful combatants'' with the same rights and obligations as any civilian who takes direct part in hostilities. and had been the subject of considerable controversy -of a political rather than legal nature. Some states, notably those emerging from colonial domination or who had been the ''victims'' of mercenary activities, had wanted a stronger text requiring states to prohibit recruitment, training, assembly and operation of mercenaries and prohibiting their nationals from enlisting as mercenaries -the position subsequently adopted in the specialized conventions. Other states did not wish the Protocol to prohibit being a mercenary and mercenarism, and also considered that even the approach that was ultimately adopted, which focused on status, could in practice limit protection and, accordingly, did not belong in a treaty of a humanitarian nature such as the Additional Protocol -a view echoed by some commentators. Mercenaries, on the other hand, are treated in the same way as civilians. They do not have the right to participate in hostilities. Should they do so and be captured, they are not entitled to prisoner-of-war status or, consequently, to the protection of the Third Geneva Convention, and they may be tried under national law for merely having participated in hostilities, even if they did not violate any rules of international humanitarian law.
This does not mean that captured mercenaries have no protection under international humanitarian law. They are protected by the Fourth Geneva Convention, and if they fall within the exceptions in that Convention, they are nonetheless still entitled to the fundamental guarantees found in Article 75 of Additional Protocol I.
The protections enshrined in Article 75 are extremely important from a practical point of view. Not only do they ensure that persons falling within the definition of mercenary are not deprived of all protection under international humanitarian law but, more specifically, include the express requirement that they be afforded minimum due process guarantees. This provision is particularly significant in view of the often summary criminal proceedings that have lead to the executions of persons accused of mercenarism in the past.
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It should, however, be noted that Article 47 does not prohibit states from giving mercenaries prisoner-of-war status. 143 It merely provides that mercenaries, unlike members of states' armed forces, are not entitled to it as a matter of right.
Although actual national practice in this area is scarce, instances have been reported in which a state claimed to have granted prisoner-of-war status to 
Non-international armed conflicts
Article 47 of Additional Protocol I only applies in international armed conflicts, including occupation. International humanitarian law is silent as to the position of mercenaries in non-international armed conflicts. Moreover, as prisoner-of-war status does not exist in such conflicts, it is meaningless to say that someone is not entitled to it. In practice this means that, in a non-international armed conflict, a person who would have fallen within the definition of mercenary had he/she participated in an international armed conflict is in the same position as anyone else who takes a direct part in hostilities. He/she is entitled to the protections laid down in common Article 3 to the Geneva Conventions, in Additional Protocol II and in the customary rules of international humanitarian law applicable in noninternational armed conflict, but may be tried under national law merely for having taken part in the hostilities.
The obligation of mercenaries to respect international humanitarian law
Although the one express reference to mercenaries in international humanitarian law focuses exclusively on their status, there is no doubt that mercenaries, like anyone else in a situation of armed conflict, must respect that law and may face individual criminal responsibility for any serious violations they may commit.
It is interesting to observe that to date in only one of the trials of persons accused of mercenarism were the defendants also accused of having committed acts that amounted to war crimes. This occurred in the aforementioned trial in Angola in 1976, where they were also charged with the murder of civilians and fellow mercenaries who had refused to fight.
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The mercenary conventions Africa (OAU Convention) and the 1989 United Nations International Convention against the Recruitment, Use, Financing and Training of Mercenaries (UN Convention). The aim of these instruments is to prohibit recourse to mercenaries and criminalize mercenarism and being a mercenary.
Both instruments adopt definitions of mercenaries very similar to that in Article 47 of Additional Protocol I, 146 and the OAU Convention defines the crime of mercenarism, including persons who enroll in ''bands'' of mercenaries, and also those who enlist or in any way support such bands.
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The definition of the crime is extremely broad, as is the range of potential perpetrators: individuals, groups, associations, state representatives and states themselves. The UN Convention takes a similar but narrower approach, making it a crime to take direct part in hostilities as a mercenary 148 or to recruit, finance or train mercenaries. 149 Both instruments require states parties to criminalize these offences under national law and to prosecute or extradite suspected persons.
The mercenary conventions do not mention the type of conflict to which they apply so, unlike Article 47 of Additional Protocol I, they can be presumed to apply in relation to involvement in both international and non-international armed conflicts.
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The OAU Convention also addresses the question of the status of persons falling within the definition. In Article 3 it asserts that mercenaries ''shall not enjoy the status of combatants'' but then rather surprisinglyconsidering that during the Diplomatic Conference it was mainly African states that called for a stricter position denying the granting of prisoner-of-war status to mercenaries -merely reiterates the rule laid down in Article 47 of Additional Protocol I, namely that mercenaries are not entitled to prisoner-of-war status if captured. The UN Convention, on the other hand, is silent on the question of status.
Three further aspects of the conventions deserve comment. First, in both instruments the sections relating to possible criminal proceedings against mercenaries contain a provision on judicial guarantees. Regrettably, however, both articles are weak, as they do not refer to international human rights as a minimum standard to be respected in such proceedings. The OAU Convention only requires mercenaries to be ensured the rights ''normally granted to any ordinary person by the state on whose territory he is being tried. ' Secondly, the UN Convention -but not the OAU instrument -includes a safeguard clause for international humanitarian law. 154 The primary aim of this provision appears to relate to questions of status, which, it will be recalled, are not mentioned in the UN Convention. However, this provision is important as it addresses the interface between the position and rights of persons having taken direct part in hostilities under international humanitarian law and the mercenary conventions more generally.
The proper articulation of this interplay is important for a number of reasons. To give a concrete example, under international humanitarian law in international armed conflicts there is a presumption of entitlement to prisoner-of-war status. In cases of doubt as to such entitlement, the status of the person concerned must be determined by a competent tribunal. 155 Pending the tribunal's decision, captured persons are entitled to the protection of the Third Geneva Convention. Absent a safeguard clause, the mercenary conventions could be interpreted as removing this presumption and entitlement to a review of status. This is not a purely theoretical concern but one with very immediate and significant consequences for the protection of persons accused of mercenarism. The safeguard clause implicitly preserves these rights.
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The safeguard clause also, to some extent, remedies the UN Convention's failure to affirm the application of human rights fair trial standards, as it imports into it the safeguards found or referred to in international humanitarian law. Most notable are those in Article 75 of Additional Protocol I for persons tried in connection with international armed conflicts, and the prohibition in common Article 3(d) of the Geneva Conventions on ''the passing of sentences and the carrying out of executions without previous judgment pronounced by a regularly constituted court, affording all the judicial guarantees which are recognized as indispensable by civilized peoples'' for those tried in relation to involvement in non-international conflicts.
Finally, mention should be made of the reference in the UN Convention to ICRC visits to persons deprived of their liberty on suspicion of crimes under the Convention. Article 10(4) preserves:
''the right of any state party having a claim to jurisdiction in accordance with Article 9, paragraph 1(b), to invite the International Committee of the Red Cross to communicate with and visit the alleged offender.'' This provision, although subsequently adopted in other UN conventions that criminalize a particular activity and require states to prosecute or extradite suspects, 157 also raises issues concerning the interface between the UN Convention and international humanitarian law.
Pursuant to the Geneva Conventions, the ICRC has a right to visit persons deprived of their liberty in connection with an international armed conflict.
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Persons held under the UN Convention could obviously fall within this mandate. This right is not dependent on the ICRC being invited to communicate with and visit the person in question by their state of nationality or residence as envisaged in Article 10(4). Thanks to the safeguard clause, however, it is clear that this provision in no way limits or affects this right.
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Are the positions under international humanitarian law and the specialized conventions incompatible?
A recurring question is whether the different approaches of international humanitarian law and the specialized conventions to the same category of persons can be reconciled or give rise to inconsistencies.
Although the difference may cause some understandable initial confusion, compounded by the fact that the definitions in the specialized conventions are drawn from international humanitarian law, the different approaches taken to mercenaries by these two bodies of law do not in fact give rise to any problems as a matter of law. specific protections and, implicitly, their obligations: like all actors in situations of armed conflict, mercenaries must respect international humanitarian law. The specialized conventions, for their part, address the legality of the phenomenon more broadly. They regulate state behavior by limiting the circumstances in which states may have recourse to mercenaries -a dimension not covered by international humanitarian law. With regard to individuals, the specialized conventions have a purpose different to that of international humanitarian law, namely to establish individual criminal responsibility. This is done in a manner that does not give rise to inconsistencies with the question of status as addressed by international humanitarian law. In fact, the two approaches form a complementary and coherent system for prosecuting civilians who take direct part in hostilities and who fulfill the other conditions of the mercenary definitions. International humanitarian law neither provides immunity for such direct participation in hostilities, nor requires states to criminalize it. The bases for doing so are the specialized conventions as implemented in national criminal law. The contribution of international humanitarian law to any proceedings that may take place is to lay down minimum conditions of treatment during detention, including the right to visits by the ICRC, and to require that minimum judicial guarantees be ensured.
Are the staff of PMCs/PMCs mercenaries?
Obviously here, too, there is no single answer. Like everyone else, they may only be considered mercenaries if they meet all the conditions of Article 47 of Additional Protocol I or the relevant specialized convention. The cumulative conditions are notoriously difficult to meet -a point made convincingly by Best's much-quoted view that ''a mercenary who cannot exclude himself from this definition deserves to be shot -and his lawyer with him.'' 161 The specific characteristics of PMCs/ PSCs and of the market for their services make it even more unlikely that any but a small minority of their employees could fall within the definition.
As a preliminary point, it should be noted that the definition of mercenaries, both in Article 47 and in the specialized conventions, focuses on natural and not legal persons. Therefore it is the employees of PMCs/PSCs who must fulfill the conditions and not the companies. While this is not problematic per se it can lead to unexpected results, as will be seen.
Key factors in determining the status of PMC/PSC employees will be, first, the identity of their client. As discussed above, the possibility exists that if hired by a state and if certain conditions are met, the staff of PMCs/PSCs may be considered members of the armed forces of that state and consequently, by virtue of condition (e) of Article 47(2), would fall outside the definition. 162 Again, in view of the policies underlying the reduction of the number of armed forces and outsourcing of military tasks, it is unlikely that this will happen, but not impossible. Next, assuming that the requirements of motive and actual gains in condition (c) are likely to be satisfied in most cases, conditions (a) and (b), which require the person to be specially recruited in order to fight in an armed conflict and actual direct participation in hostilities, will probably exclude most persons. Available information tends to show that the majority of PMCs/PSCs operating in Iraq and Afghanistan, for example, were not specifically hired to take direct part in hostilities, but rather to provide a vast array of logistic and support services to the armed forces. Indeed, the only domestic regulation adopted to date specifically regulating the use of contractors by the armed forces of a state expressly precludes contractors from carrying out activities that are ''inherently governmental'' -a term that includes combat operations. 163 Similarly, although many PMCs/PSCs are providing security services -often armed-to a variety of entities other than states, these activities only rarely amount to direct participation in hostilities. Even in those cases where they do, the use of force is unlikely to have been expressly envisaged at the time of hiring, as required in condition (a), but is more likely to have been a reaction to changing realities on the ground.
One final condition likely to exclude many employees of PMCs/PSCs from the definition is the requirement in condition (d) that the person in question ''is neither a national of a party to the conflict nor a resident of territory controlled by a party to the conflict.'' By way of example, this excludes from the definition all US, UK and Iraqi employees of PMCs/PSCs hired by these states or any other actor in Iraq.
Furthermore, this requirement leads to results that appear arbitrary, drawing what can only be baseless distinctions between persons of different nationalities. Continuing to use Iraq as an example, this nationality requirement means that a US national and a Chilean national could be working side by side, employed by the same PMC/PSC on the same contract and carrying out exactly the same activity, but the US national would not be considered a mercenary whereas the Chilean would. There seems to be no reason for criminalizing the behavior of one person but not the other.
Without entering into a discussion of the merits and feasibility of amending the mercenary definition, 164 the nationality requirement is the part of it that appears most out of touch with present-day realities. While during negotiation of Additional Protocol I such a requirement responded to the concern of states about foreign interference in conflicts, today it excludes a large proportion of the persons providing military services and also draws unwarranted distinctions between people carrying out the same activities. To avoid such arbitrary results it has been suggested that, at the very least, this condition should be read as referring to the nationality of the companies rather than that of individual employees.
Conclusion
As stated at the outset, a binding legal framework that regulates the operations of PMC/PSC staff in situations of armed conflict does exist. There is therefore no need to develop new rules at the international level. This is not to say that the position is straightforward as a matter of law or that there are no challenges in implementing the obligations in practice. In order to determine the status and consequent obligations of the staff of PMCs/PSCs, some of the most complex questions of international humanitarian law have to be tackled, such as who are combatants and what amounts to taking direct part in hostilities. These are questions that have to be answered on a case-by-case basis.
In terms of enforcement of the law, although clear obligations do exist for bringing persons suspected of serious violations of international humanitarian law to justice, prosecutions are rare. This is unfortunate. It promotes impunity, deprives victims of redress, provides no deterrence against future violations and may give the impression that there is no applicable law, thus fuelling the risk of further violations.
Moreover, the present article has only addressed the position under international humanitarian law -the simplest dimension of the legal framework regulating the operations of PMCs/PSCs. But international humanitarian law only applies in times of armed conflict. Whenever companies operate in other contexts, this body of law is not relevant to their activities, which are then regulated by the local criminal law -and possibly human rights law. Also, even when they operate in states experiencing armed conflict, international humanitarian law is pertinent only to acts committed in the context of and associated with the conflict. Many of the activities of companies do not have this connection and are thus only regulated by local law -and, again, possibly human rights law. The extent to which human rights law applies to the activities of PMCs/PSCs is a far more complex legal issue than the position under international humanitarian law and is still in need of detailed analysis. To come back to the legal framework outlined in this article, a number of suggestions can be made to try to address some of the legal complications mentioned, as well as some of the policy concerns.
First, the issues raised by the types of activities that may be performed by PMC/PSC employees and the doubts about their status if they take direct part in hostilities could be resolved if states precluded such persons from carrying out activities likely to amount to direct participation in hostilities unless they are incorporated into the armed forces. Such an approach would have numerous advantages. It would clarify any doubts as to the status of the persons concerned upon capture as, regardless of whether they had actually taken direct part in hostilities, they would be entitled to prisoner-of-war status. It would also avert the risk that PMC/PSC employees could be considered mercenaries, as they clearly would not fall within the definition. Finally, it would subject them to the command and control of the military hierarchy and to the military disciplinary system. This would address the concerns expressed by members of the armed forces as to their lack of control over PMC/PSC employees 165 and bring these within the armed forces' sophisticated framework for ensuring respect for international humanitarian law. From the point of view of the employees, although as members of the armed forces they would be exposed to the risk of attack at any time, it would avert the risk of criminal responsibility as ''unprivileged belligerents'', ''unlawful combatants''. 166 Secondly, states could consider expanding their courts' jurisdictional bases to increase possible avenues for bringing proceedings for violations committed by PMC/PSC staff. Approaches centered on the liability of the company, as opposed to that of its employees, would be preferable for a number of reasons: individual criminal responsibility already exists, companies have far deeper pockets for the payment of compensation and holding the company accountable is more likely to have an impact on its future practices. Possible avenues could include establishing the criminal and or civil liability of companies for acts that amount to serious violations of international humanitarian law and granting courts extraterritorial jurisdiction in respect of such acts.
Thirdly, states that frequently hire PMCs/PSCs could consider adopting directives setting out their position and policy on certain key issues. These could include the types of activities that may be performed by PMC/PSC staff, Sponsored Reserve Act requires a specified portion of the workforce of a government contractor to be members of a military reserve component. Under this arrangement, in time of need, the British government ''sponsors'' reservist PMC/PSC employees who are mobilized and deployed as uniformed members of the armed forces, where they operate under the command and control of military commanders. As members of the armed forces they are entitled to take direct part in hostilities and to prisoner-of-war status when captured. See, e.g., Blizzard, above note 73, pp. 10 et seq. and references therein.
requirements as to the vetting and training of staff, a clear allocation of responsibility between the state and the company for such matters and for exercising control and discipline over the employees, rules relating to subcontracting, and also mechanisms for reporting and investigating allegations of violations of international humanitarian law. Additionally, public procurement regulations could be modified to include requirements, such as staff vetting and training, to be met by PMCs/PSCs in order to promote respect for international humanitarian law. Such measures could substantially help states meet their responsibility to ensure respect for international humanitarian law by the companies they hire. Finally, states of nationality of PMCs/PSCs that provide services abroad and the states in whose territories the companies operate could consider adopting legislation regulating the provision of such services. This would enable them to promote respect for international humanitarian law and to address a number of other issues. A regulatory framework would permit the state of nationality of companies to exercise some control over the activities of its companies abroad, which is essential in order, inter alia, to avoid the risk of companies acting in violation of the state's legal obligations and foreign policy interests. Regulation would also permit the state in whose territory PMCs/PSCs operate to determine the types of activities that may be performed by private actors, to demand compliance with certain minimum standards, including those with regard to the carrying of weapons, and to obtain empirical information as to the numbers of companies and their employees operating in its territory.
